Collected Rules and Regulations

Facilities and Equipment Management

Chapter 110 Use of Facilitics and Equipment

L10.005 Acceptable Use PPolicy

B, Min. 9-14-00.

This poliey applies t all users including faculty. stafl, students, and guest users of University of
Missouri computer networks, equipment, or connecting resources.

AL University Inspection of Personal Electronic Information — All information
technology resources, including compuier networks, equipment and connected resources,

provided by the Uimversity of Missouri are the property of the University, The University

values the principles of academic freedom and privacy and does not condone casual

inspection of the information contained within or transmitted via these resources
However. ek lectronic information on University networks or equipment. including, but
not limited (o, electronic mail and personal information, is subject o examination by the
Universily-whese including but not limited 10 the following circumsiances:
1. It s necessary (o maintain or improve the functioning of University computing
TESOUNCES:
2. There 15 o suspacion of misconduct under University policies, or suspicion of
violation of Federal or State laws; o

i

It is necessary 1 comply with or verily compliance with Federal or State law

mcluding e-discovery procedures; or:

4= 1 1t will serve o legitimate business need of the University,

15, Acceptable Use Guidelines
l. Responsibilitics of Users of Umiversity Clompuler Resources:

il

[+

Respect the intellectual propenty rights of authors, contributors, and
publishers in all medio.

Protect user 11, password, and system from unauthorized use.

Adhere 1o the terms of software licenses and other contracts, Persons
loading software on any University computer must adhere to all licensing
requirements for the software. Except where allowed by Umversity site
licenses, copying saliware licensed for University use for personal use is a
violation of this policy.

Adhere 10 other University and campus policies, including the Collected
Rules and Regulations of the University of Missouri, and. if applicable.
the University Business Policy Manual, Human Resources Manual and
policies established for a specific resource,

Adhere to data access policies of the University or those established by
law,
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f. Ulse University computer resources in a manner that is compliant with
University policies and State and Federal law.

2, Prohibited Uses of University Computer Resources:

4. Unauthorized or excessive personal use. Use may be excessive if il
overburdens a network, resulls in substantial use of system capacity, or
otherwise subjects the institution 10 increased costs or risks (emplovees
additionally may be subject 1o discipline for unauthorized or excessive
personal use of compuler resources. )

b. Uses that interfere with the proper functioning of the Umversity's
inlormution technology resources.

¢. Uses that unreasonably interfere with the ability of others 1o make use of
University computer resources.

d. Anempting 1o gain or gaining unauthorized access 1o the computer svsiem,
or files of another.

e, Use of University computer resources to infrmye the mtellectual property
rights of others,

[ Useof University computer resources for personal profit. excepl as
permitted under the University's confliet of interest policy.

{. Enforeement of Aceeptable Use Policy - Violation of the Acceptuble Use Policy muy
result in o denial of access 10 University essspubesinfonnation echnology resources: and

those diseiplinup aetonsprssded-smatboroed-by-the-Colected-Rulesand-Hegubatans
pithe Linimsiis-oi-Missousother approprinte disciplinary actions
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Proposal to Modily the Acceptable Lise Policy
Discussion Paper - December 18, 2008 (Updated &/ 14/09)

University information techiology (1T) resources and the data that resides within those resources are regularly
assigned 1o individual emplovees, These resources include email aceounts, central storage, and deskiop or laptop
compiters (1o name a few ), and are secured through the wse of the emplovee’s IT account and password. There are many
circumstances in which IT stalT are asked to provide access to electronic resources managed by individual employees The
most common reasons include situstions where an employes has left their position, is unexpectedly unavailable because of
an illness. aceident. termination, or death. Statistics about the requests weceived by the Columbia campus and examples of

the Lypis of reyuests e Fﬂ':'k'idl.‘!ﬂ in Attochment B,

Ie University's Acceptable Use Policy (AUP), found in the Collected Rules and Regulations as CER 110.003,
lists u set of reasons for which inspection is permitted, The AUP specifically suys:

University Inspection of Personal Electronic Informution - Elecironic iformeation on Lniversity nitwaorks or
cqquipment, including, but woi Hmited to, electrasic matl and personal informarion, is subjecr ro examinaiion by

the Ulmiversily whicre:

[ I i pecessary o maintain or improve the funcioning of Unfversity computing resources:
2 There is a suspicion of misconduct under University poficies, or suspicion of violation of Federal or

State laws; or
3 It s necessary fo comply with or verify compliance with Federal or State law.

The AU does not address circumstances when an individual is unexpectedly unavailable. Therefore, the AUP

should be modified o allow for examination of electronie informution when:

4. 1t will serve the legitimate business need of the University

Because “legitimare business need” is difficult w define, a standard procedure should be implemented to manige

requests of this type. Reguests for aceess are eftes-almost alwivs tme sensitive and often warrant 24-hour tum around.

Therefone, adoption of a standard procedire must ensure requests can be processed in a timely manner.

Sec Attachment A for proposed procedural requirements, Onee approved, these procedures should be

incorporated o the UM Information Secunty Program,



Altachment A
Proposed Electronic Aecess Procedures

Standard procedures to provide access 1o electronically held infurmation should inelude the Tillowing provisions.
Because of organizationnl difTerences, the titles of appraving authority may vary from campus 1o campus,
General Guidelings
1) Requests should be minaged by the Infurmation Security departiment for each business entity unless the
request affeets an individual working for that department or an individual in the chain-of command of tliat
department
<) Requests should be fully documented and rerained in accordance with University records retention policies,
¥ Inall cases, aceess will be granted 1oa specified individual using that individual’s own credentials, Access
will not be granted by providing the owner’s credentials 1o the requestar
Processing Guidelines
Request processing puidelines should include:
B) The specifie reason for the request
=) The specific IT resources for which acoess is being requested - blanket authorizations 10 peruse unrelated data
locations will not be provided
1) Anapproval by someone in the individual's chain-of-command but af least 2 levels above (ie, an emplovee’s
direct supervisor cannot approvee the redues ).
4 A cheek for pending grievances or litigation berween the individual and their co-workers, their supervisors or
(he University,
Approvals
In addition to the approval obisined in item #3 in the previous section, the tollowing additional approvals should be
obtained:
1} Ifthe request atfects a faculty member. an approval by & the feulty council chair or
designcormpresemiative,
21 Anapproval by one of the following University administrators at the Chancellor, Vice Chancellor, "rovost
o Vice Provost level as follows:
L Students weluding student employees - Student Alfairs
. Staff - Administrative Services or Human Resources
iii. Faculty - approval from the Chancellor or Provost or designee

i) Approval by the husjiwess it Chict Information Officer (C10)) oy dekignee



PPreservation Activilics
When there is 8 concern about the loss of dato through automatic deletion cveles or due to scheduled overwriting of
datn storage sectons, the business unit C10s can approve the preservation of the requested data prior 1o receiving the

appropriate inspection approvals.



Altachmeni B
Number and Tvpes of Requests Received by the MU Campus

Lhe Division of IT has processed the following number and type of requests since December, 2005:

Ll |
2006 fi
2007 15

2R YT i

s 50% have been due to the emplovee leaving the University, 224 have been due 1o termination. 14% die 1o a
death, and 14% due 1o being placed en leave or from incapaeitation,
*  There were na requests for mdividuals holding a ranked faculty title
e The following types of acoess were requesied
DA% Access toemal
10%  Access 1o university owned compurer
23%  Access 1o central flle storage locmion

Intormarion collected from UMEC, UMSL and S&T indicates that in the last 3 vears there were a total of & requests for
access 10 o ranked faculty member’s email account and &ll of the requests were due 1o death,

Examples

An administrative assistant within an academic unit left the University. @Her email address had been published on Web
pages and mn print form to collect intermship applications. Without access to her email account, the college could not
respond to pending and new appheations. Additicnally, some of the applications hod been saved witliin a centrally
managed file storage location that only the emplovee could access

A business mianiger with an scademic unit lelt the Linnversity. She had im]‘lnrlnn[ and sensitive financial data on her
computer amd i her cmanl account that wasn't available from any other source. The department reguested aceess in order

foo move relevant Ninancial Gles W anoller localion.

An office support person in an administrative unit was terminated.  This emplovee was responsible for setting up audio
conference ealls for customers, The calls were scheduled using her email account. The department needed access o
ensure they could continue 1o manage and schedule conference calls until the work assignment could be transitioned 10 g
mew emploves,

An employee, responsible for shipping containers between the University and its customers, passed away. The
department needed access 1o the employees email account to determine the status of pending orders and access to s
computer 1o find shipping documents that had been saved there.

A Rescarch Fellow passed away suddenly. She was partially funded through an NIH training grant and had data in her
email account and on her computer related to her investigations. Access was requested by her Teuly advisor

A Huwman Resource Specmlist left the University. Her email account contained unresolved HR issovs, recruitment
activities and other HR velated activities. The department requested access in onder (0 continue 1o manage ongoing hiring
activities and 1o ensure pending HR issues were addressed,

4



Collected Rules and Regulations: 330.015 "Policy on Conflict of Interest”

D. 5. {current vorsian)

Faculty-Authared Textbooks and Other Educational Materlals, Textbooks, tapes, sollwaie and olher
materials authored by the course instructor may be assigned to be purchased by students for a course
taught by tha author if the royalties ansing from the purchase of the assigned matenals are returncd 10
the University of Missouri, another educational instilution, a charitable organization, or a not-for-profit
fauncation Any proceeds from ather University uses of such materials, such as purchase by the library,
shall be the property of the faculty member

D. 5. {moditied

Faculty-authored Textbooks, Selection of Course Textbooks and Other Educational Malenials.
Texibooks, lapes, software and other materials authored by Ihe course INSTUCION of any oifar Campus
smployes may be assigned to be purchased by studenis for a course laughl by-the-authes by anvona on
e campus If the royalties ansing from the purchase of the assigned matenals are returned 1o the
Liniversity of Misseun, another educational institution, a charitable urganization, or a not-for-profit
faundation Any procesds from ather University uses of such materiale, such as purchase by the Iitrary,
shall be the property of the faculty member Couras inatructors or any other employes responsibie for
seleoling. orgenng or assigning course malenials cannol accept gifts, davelapmant grants, of othar
compansatiaon fram any company of crganization hal would Des wefit from adoption of coiirss fextbooks
tapes saftware or oiher educational material. See 330,015 section C for & descriplion of gifts
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